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ABSTRACT

Sony has recently launched a remote play service that connects PC and PlayStation4 using the Internet. This service
enables the network connection between the external network and PS4 network. After the service released, additional security
threats may arise in remote environments with new services. Therefore, those threats should have been analyzed. In this
paper, as applying threat modeling to remote play system, threats have been analyzed and identified. After cost-effective and
usability analysis, finally, reasonable security measure of each threat has been suggested.
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Done.
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14 role C

15 1

16 const [D: accounts

17 const & identinum;

18 var ni: Monce:

19 const t: timestamp.

%IT'I var sUCCess: ok

22 send_1{C {PC &, ID}-pk(P))
23 read_. 2(F‘ C. JDk(C)
24 send_3(C. F. {[IJ1I} k(P

25 send_d(C, P f C,tran

S'E." read B(P, C, {P, success, th&);
28 claim_CI(C, Secret, &)
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g? claim_C3(C. Secret, success)
32 13

33

34 role P

35 1

36 var 10 account;

a7 var &' identinum;

] const nit Nonce:

| var b timestamps

g? const success: ok

42 read_1(C. P, {C. &, ID]‘;pk(P))
43 Send_E(F‘ C,4F, ."-‘-. nirpk(Ch):
44 read_3(C, P, {[llnl (P

a5 read _4(C, P, | fC 1

g% send_R(F. C, {P, sicoess, tHa);
45 claim_P1(P. Secret, Al

49 claim_P2(P, Secret, nij;

EIT'I \ claim_P3(P, Secret, success):
B2}

Fig. 6. scyther code
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